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Defendants deserve due process in a fair and impartial criminal justice system. Ensuring these 

rights however, does not require compromising safety for victims, witnesses or communities. “It 

is the duty and the right, not only of every peace officer of the United States, but of every citizen 

to assist in prosecuting, and in securing the punishment of, any breach of the peace of the United 

States” according to the U.S. Supreme Court. This duty, described in 1895, recognized that the 

judicial system requires participation of witnesses and victims to accomplish justice.
1
 The Court 

explains, “[t]he right of the private citizen who assists in putting in motion the course of justice, 

and the right of the officers concerned in the administration of justice, stand upon the same 

ground” and “it is the duty of that government to see that he may exercise this right freely, and to 

protect him from violence while so doing, or on account of so doing.”
2
  

This paper will discuss reform needed to accomplish those goals as applicable to rules of 

discovery, specifically Missouri Supreme Court Rule 25.03. While reform to this particular rule 

will not solve every problem the criminal justice system encounters concerning witness and 

victim participation, it is a very important piece of restoring community trust. We must address 

the chilling effect, especially in the current climate, created by disclosing personal information, 

including the home addresses of victims and witnesses. Demonstrating that law enforcement and 

the courts are not cavalier with citizens’ safety will help revive trust in the criminal justice 

system. 

Fear of retaliation is prevalent and self-perpetuating. When victims and witnesses don’t 

come forward for fear of retaliation, justice cannot be secured. When law enforcement cannot 

hold offenders responsible, it undermines the community’s confidence in the system and further 

entrenches the belief that witnesses cannot be protected. The criminal justice system can only 

work as intended when crime is reported. In 2014, 53% of violent victimizations, 44% of serious 

violent victimizations and 18% of violent crimes involving firearms were never reported to 

police.
3
 Even when witnesses and victims do report crime, their continued participation in the 

investigation and eventual prosecution is usually contingent on whether or not they feel safe and 

secure. 

Protecting the personal information of victims and witnesses of crime is one of the most 

important steps in securing their cooperation. Release of personal information, including a home 

address, further undermines the sense of safety and security already shaken by the trauma of 

victimization.
4
 Victim and witness involvement in the criminal process should not come with an 

additional cost of losing privacy. No one chooses to become a victim or witness to a crime; 

instead, their roles are forced upon them. Compromising personal safety for those who must 

participate in the judicial process for it to work is not the path to a sustainable criminal justice 

system.  

 

 

It is an important function of the prosecutor to seek to reform and improve the administration 

of criminal justice. When inadequacies or injustices in the substantive or procedural law 

come to the prosecutor's attention, he or she should stimulate efforts for remedial action. 

American Bar Association Criminal Justice Standard 3- 1.2(d)  

The Function of the Prosecutor 
 



 

Supreme Court Rule 25.03  

Rule 25.03.1 states, “the state shall…disclose to defendant's counsel: (1) The names and 

last known addresses of persons whom the state intends to call as witnesses at any hearing or at 

the trial, together with their written or recorded statements, and existing memoranda, reporting or 

summarizing part or all of their oral statements.”
5
  

Supreme Court Rule 25 was adopted and enacted nearly 40 years ago before the internet 

was invented, before “snitches get stitches” became a cultural phenomenon and before the 

realities of vicious retaliations targeting State witnesses and their families dominated headlines.
6
 

The internet and social media have changed information sharing and rules and laws must also 

evolve to ensure a sustainable criminal justice system.  

Rule 25.03.1 also conflicts with the Missouri Constitution, Article I §32 and the Crime 

Victims’ Rights Statute RSMo. §595.209. Both the Missouri Constitution and the statute provide 

for “reasonable protection” against the defendant or someone acting on behalf of the defendant. 

Automatic disclosure of victim and witness addresses required by Rule 25.03 denies a victim’s 

right to “reasonable protection.” While a change to this rule could protect victim or witnesses’ 

rights to privacy, it would not change a prosecutor’s constitutional and ethical obligation to 

disclose exculpatory evidence to the defense.
7
 

 

Online Information Sharing Poses New Challenges to Privacy 

The internet and knowledge of a person’s address can bring access to the person like 

never before. Programs such as Facebook, Twitter, Instagram and even Google’s search engine 

can assist in gathering photos and other personal or identifying information about a person. 

Facebook allows access to an individual’s “Friends” and family. Google Maps easily allows 

anyone to input an address and retrieve a photo of, and precise directions to, a home.
8
 Many real 

estate company websites even include what schools the children at that home may attend
9
 and a 

list of neighbors, including addresses.
10

 

With a name and address, simple, free internet searches can instantaneously provide 

information about: 

- Family members,
11

 including in-laws
12

 

- Email address and phone numbers and the purchase date and price of their home
13

 

- Place of employment
14

 

- Age
15

 

Social media has also changed how quickly information can spread and allows 

anonymous harassment and threatening behavior to thrive. Behind the anonymity of computer 

screens, those acting in concert with, or even independently of the defendant can harass and 

intimidate victims. Witness intimidation through social media can take several forms. Examples 

include: (1) Grand Jury testimony being posted on Facebook the eve of trial,
16

 (2) a high-school 

student posting court documents and photos on Instagram with captions such as “EXPOSE ALL 

RATS,”
17

 and (3) posting a photo of a sexual abuse victim on the witness stand on Twitter.
18

 

 If a defendant has access to the home address of a victim or witness, that defendant or his 

or her associates could post that name and address on a social media account such as Facebook 

or Twitter.  Hundreds, possibly thousands, of people would then have access to that name and 

address and all of the accompanying information a simple, free internet search provides.  While 



 

providing the home address of a victim or witness allows defense counsel access to that victim or 

witness, it also allows a defendant and countless other individuals the ability to compromise the 

sanctity of that victim or witness’ home, neighborhood, and workplace. There are other, safer 

ways to give defense counsel access to witnesses and victims and allow them to prepare for trial. 

      

Witness Intimidation Is Pervasive and Effective: The Phenomenon of  

“Snitches Get Stitches” 

“Snitching can get you killed,” writes John W. Fountain in his column for the Chicago 

Tribune in which he explores his experiences growing up on the West Side of Chicago in the late 

1960s. He went on to explain, “many who live in the city's most murderous neighborhoods -- 

who have also witnessed police and political corruption and a trail of broken promises -- simply 

don't trust the authorities enough to come forward. By doing so, they could be laying their lives 

on the line. It isn't that people don't want to tell. They do. And it isn't that they aren't concerned 

about their neighborhoods. They are. But to come forward is to risk everything…”
19

  

The phrase “snitches get stitches” has been around for decades.
20

 It seemed to gain 

national traction in popular culture through music videos and songs beginning in 2004.
21

 “No 

Snitch” apparel has also gained national popularity among urban youth.
22

 There are several 

social media, YouTube videos and blog sites dedicated to spreading anti-snitch rhetoric and 

“outing” informants.
23

 When the world’s eyes were upon Ferguson Missouri, news footage 

showed the side of the burned up QuikTrip with the words “Snitches Get Stitches” spray-painted 

in white across one of its walls.  

 

 
“Snitches get Stitches” spray-painted on the side of the QuikTrip set ablaze in Ferguson in August of 2014 

during the rioting and looting in the days following Michael Brown’s death. Photo posted on Twitter by local St. 

Louis television reporter Roche Madden, August 11, 2014 

The fear of retaliation is not just regarding a particular defendant in a specific case; 

victims and witnesses fear retaliation from any member of their own community. “Snitches” are 



 

ostracized, threatened and intimidated by people who live on their block, who attend the same 

social events and who frequent the same corner store. In the aftermath of Michael Brown’s 

death, the QuikTrip in Ferguson was looted and burned and “Snitches get Stitches” was spray-

painted on its side. It had become a target of community retaliation after a rumor spread that 

Michael Brown was accused of robbing that store.
24

 A few news sources had also initially 

reported that same rumor.
25

 Ensuring personal information is protected for victims and witnesses 

helps protect them from the stigma of being a “snitch” and all the personal and community 

repercussions associated with it. 

 

Existing Protections in Missouri Law for Victims and Witness  

Missouri has addressed concerns in domestic violence, sexual assault and stalking cases 

to safeguard the privacy of these special victims,
26

 but victims of other crimes are not afforded 

the same protections.
27

 The rationale behind these protections, particularly in domestic violence 

cases, has traditionally been that the defendant has access to the victim in a way defendants of 

other crimes do not. With the use of the internet, however, all defendants can now access 

information about the victims and witnesses in their cases that was previously unavailable to 

them.   

Progress has been made in Missouri for the safety of all victims of crime
28

 through a 

landslide vote in favor of amending the Missouri Constitution
29

 to include victim rights in 1992. 

Further, §595.209.1(9) provides safety for victims and witnesses, by giving them the right to 

reasonable protection from the defendant or any person acting on behalf of the defendant arising 

out of their cooperation with law enforcement and prosecution efforts.
30

 Disclosing a person’s 

address to the defense (and therefore the defendant)
31

 does not reasonably protect those victims 

and witnesses “from the defendant or any person acting on behalf of the defendant.”
32

 Section 

595.209.5 further provides that “[t]he rights of the victims granted in this section are absolute 

and the policy of this state is that the victim's rights are paramount to the defendant's rights.”
33

 

Protecting personal information, including addresses, complies with these rights in the Missouri 

Constitution. To not do so is to deny victims and witnesses their Constitutional right to 

“reasonable protection,”
34

 and creates a chilling effect on a person’s desire to assist in 

prosecution.  Victims have a right to access the court system and that right is infringed if the 

victims’ privacy is endangered, thus preventing their access to the courts.   

 

Other States Have Addressed Witness Intimidation 

Missouri’s Rules for Criminal Procedure provide for broader disclosure in criminal cases 

than federal courts and many state courts.
35

 Several other states have successfully preserved 

defendants’ rights while addressing safety and privacy considerations for victims and 

witnesses.
36

 Alabama, for example, does not require disclosure of internal reports made by law 

enforcement agents in connection with the investigation and prosecution or witness statements 

unless it is a statement of a co-defendant or accomplice,
37

 and only allows depositions to be 

taken “due to the exceptional circumstances of the case” and that, “it is in the interest of justice 

that the testimony of a prospective witness be taken and preserved for use at trial.”
38

 Iowa 

requires disclosure of witnesses’ names and occupations along with minutes of their testimony, 

but not their address.
39

 And, similar to Missouri, Maryland’s discovery rule includes disclosure 

to the defendant of “the name and address of each person then known whom the State intends to 



 

call as a witness.”
40

 Additionally, however, Section 11-205 of the Maryland Code of Criminal 

Procedure states: 

On request of the State, a victim of or witness to a felony or delinquent act that 

would be a felony if committed by an adult, or a victim’s representative, a judge, 

State’s Attorney, District Court Commissioner, intake officer or law enforcement 

officer may withhold the address or telephone number of the victim, victim’s 

representative, or witness before the trial or adjudicatory hearing in a juvenile 

delinquency proceeding, unless a judge determines that good cause has been 

shown for the release of the information.
41

 

During trial or hearing proceedings, on the motion by the State, a court “may prohibit the release 

of the address or telephone number of the victim or witness unless…good cause is shown…”
42

  

 Some states, such as Arizona and Louisiana, have gone even further to protect victims 

against harassment and violations of their privacy rights by amending their Constitutions to 

include rights to refuse to be deposed or even interviewed by the defendant.
43

  

The federal courts do not require prosecutors to disclose lay witness addresses unless the 

defendant can show (1) reasonable diligence in attempting to obtain the requested information 

without the government’s assistance 

and (2) that the requested information 

would lead to the admission of 

otherwise undiscoverable evidence that 

is “both material and favorable to the 

defense.”
44

  The Federal Rules of 

Criminal Procedure were last updated 

in 1975 and when given the 

opportunity to add mandatory 

disclosure of all witness addresses, as 

opposed to only requiring disclosure of 

expert witness addresses, the choice 

was made to not require such 

disclosure.  This decision was made in 

spite of the recommendation from the 

American Bar Association that 

discovery procedures require 

disclosures of the names, addresses, 

and statements of prosecution.
45

 It is clear from review of the committee notes that the main 

motivation and rationale behind the failure to require address disclosure was discouragement of 

witnesses and improper contact.
46

   

The Supreme Court of the United States discussed address disclosure in United States v. 

Oliver in which the court rejected the appellant’s argument that she was entitled to a witness’s 

address under the Fifth and Sixth amendments.
47

 The Court applied the two-part test discussed 

above and determined the defense had not shown the witness’s testimony “would have been any 

more ‘material and favorable’ had a pre-trial meeting occurred.”
48

 This case demonstrates that 

the adequate opportunity to cross-examine the witness during trial satisfies a defendant’s right of 

confrontation.  

A majority of the Conferees believe it is 

not in the interest of the effective 

administration of criminal justice to require 

that the government or the defendant be 

forced to reveal the names and addresses of 

its witnesses before trial.  Discouragement 

of witnesses and improper contact directed 

at influencing their testimony, were 

deemed paramount concerns in the 

formulation of this policy. – Rule 16 

Conference Committee Notes, House 

Report No. 94-414, 1975 Amendment 
 



 

Conclusion 

Balancing victim and defendant rights can still ensure adequate representation and 

thorough preparation for trial while ensuring citizens can avail themselves of their right and duty 

to participate in the criminal justice system. Under Missouri law, victim rights are “paramount” 

to defendant’s rights.
49

 Public policy designed to protect witnesses and victims from harassment, 

intimidation or retaliation, as exercised through Supreme Court rules, could mean victim and 

witness information is kept confidential by default. The rule could be reformed such that, only 

after hearing, and by good cause shown, would the information be ordered to be disclosed. 

Alternatives should still be used in the interest of protecting victim and witness privacy. The 

Court could allow the use of a liaison such as the prosecutor’s office or any disinterested party 

the court would deem appropriate, for contact. The Court could order disclosure of personal 

information be kept under Court seal and accessible to the Defendant’s attorney, but not the 

defendant. The sustainability of our criminal justice system is at stake. Without victims and 

witnesses feeling safe to exercise their right and duty to participate, cases cannot proceed. 

Missouri Supreme Court Rule 25.03 needs to be updated to help achieve justice for all. 

The Missouri Association of Prosecuting Attorneys requests that this Court assign this 

topic for review to a committee comprised of judges, prosecutors, defense attorneys, and victim 

advocates in order to review and recommended appropriate updates Rule 25.03 and any other 

appropriate action. 
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